2| | THE UNIVERSITY OF
| BUCKINGHAM

Automation of Violent Activity
Recognition Utilising CCTV Video Data

School of Computing at the University of Buckingham United
Kingdom

By

Matthew Marlon Gideon Parris

A thesis submitted for the Degree of Doctor of Philosophy in
Computer Science to the School of Computing at the University of
Buckingham

August 2024

Student ID: 1804564



Abstract

In this era, security trends identi ed violence as a signi cant issue plaguing society glob-
ally. Statistics depicted alarming thresholds for violence, establishing itself as a momen-
tous challenge for homeland security and defence institutions, predominantly in schools
and other public locations. The advent of state-of-the-art closed-circuit television (CCTV)
surveillance solutions exists to aid in limiting the manifestations of violence and its im-
pact. However, most institutions need proper analysis mechanisms that lead to preven-
tion, apprehension, or conviction in a timely fashion. Manually monitoring and collectively
analysing anthropometric data generated by CCTYV surveillance devices proved impractical
and time-consuming, and its outcome increases the complexity of identifying violent be-
havioural patterns as substantial evidence. Despite innovative CCTV sensor improvement,
the impact of adequately analysing vast amounts of CCTV data adds to the monitoring
challenge. This thesis proposed the amalgamation of the "You Only Look Once version ve
medium™ model (YOLOv5m) as activity recognition and Three Dimensional Convolution
Neural Network Single level (3DCNNsI) activity recognition, two state-of-the-art arti -
cial intelligence models incorporating weight embedding procedures to identify primitive
stages of violence and weapons artefacts. The approach integrates classi cation support
to con rm the existence of speci ¢ weapon objects (knives, bladed instruments, clubs, and
guns) of interest belonging to a speci ¢ class of violence (beating, shooting, stabbing).
It also validates the presence (primitive stages of violence) of violent classes by utilising
the existence of weapons belonging to its category group to infer the activity outcome.
Utilising classi cation support concepts to validate the existence of primitive stages of
violence enhances the classi cation outcome of violent activity recognition with robust re-
sults. This thesis commenced by conducting a two-stage literature investigation to satisfy
the research objectives, which disclosed the state-of-the-art 3DCNNsI at stage one and
the YOLOv5m framework for activity with artefact recognition towards violence at stage
two. The proposed one-stage (simultaneously performing object localisation and classi ca-

tion) solution combines the models’ processing, reducing the impact of their architectural



limitations. 3DCNNsI facilitates behavioural pattern classi cation, generically associating
sub-class labels suggesting the presence of violence at high accuracy. In addition to 3DC-
NNsl, YOLOv5m architecture serves two functions: operating in an activity recognition
capacity, fortifying 3DCNNsI activity output, and detecting artefacts, which establish the
presence of weapons, enhancing the action classi cation and overall accuracy. The thesis
optimised the deep learning model selections by identifying violence in scenarios and val-
idating its presence through a redundant weapon artefact classi cation weight embedding
procedure. The concept allows the classi cation of violence in its primitive stages before
its impact escalates to lethal outcomes. The proposal extensively reviewed its operations
via transfer learning in multiple fusion scenarios to identify the most optimal strategies to
realise the research objective. The evaluation dataset utilised in this thesis encompassed
a selection of samples accumulated via the University of Central Florida (UCF) dataset
and several social media forums. The violent action samples re ect several multifaceted
real-world scenarios representing sporadic accelerated motion attributes in various envi-
ronments, which aids in reducing the risk of dispensing biased results and a ecting the
model’s robustness. The proposal disclosed three contributory elements, which re ect the

following;

1. Conducted performance testing of two known machine learning techniques (YOLOv5m
and 3DCNNsI) in independently recognising violent and non-violent activities in

CCTV video footage.

2. Demonstrated violent activity recognition performance in such videos when both

machine learning techniques operate in tandem.

3. Implemented performance enhancement by further incorporating threat object

detection in the previous combined solution.

Contribution one disclosed the e ectiveness of YOLOv5m activity recognition at 74% and



the state-of-the-art 3DCNN at 75%, conceding high misclassi cations utilising data with
and without augmentations and resolution modi cations. The operations emphasised the
obligation to explore alternative processing measures to alleviate the disadvantages of the
two machine learning models. Contribution two emphasised the e ectiveness of fusion en-
hancement techniques via decision-level voting at 85.20% over 3DCNNsl and YOLOv5m
activity recognition. As a validation strategy, the operations incorporated surplus data
encompassing 50 samples designed to enhance the classi cation complexity. The approach
rigorously appraised the operations, thus con rming its applicability. Contribution three
showcased the amalgamation of fusion’s activity recognition and the power of object de-
tection to establish its e ectiveness in concatenating weight embedding. The experiments
maintained data consistency similar to contribution two. Analysis disclosed the domi-
nance of fusion incorporating threat object detection at 88.20% over 3DCNNsl, YOLOv5m

activity recognition, and fusion without threat object enhancement.

The results underscore the robustness of the proposed method, which has proven its classi-

cation competence, particularly in scenarios with surplus data, from an overall accuracy
perspective. While the proposal debates the e ciency of individual processing compared to
fusion without support, the research endeavour accentuates the e ectiveness of integrating
classi cation redundancy through weight embedding to suggest the presence of artefacts
con rming the occurrence of violent actions. The ndings highlight the e ectiveness of
the proposed method without artefact processing at 85.20% while incorporating threat ob-
ject support analysis concatenating weapons (knife, club, gun in the videos) improved the
accuracy to 88.20%. This evidence substantiates the solution’s robustness, ful lling the

research objectives to conclude the investigationg'|

1Keywords: Anomalous Detection, Activity Recognition, Motion Detection, Violence Recognition,
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Chapter 1

Introduction

The study of human behaviour proved a complex phenomenon that has amazed researchers
over the millennium. The correlation of individual behavioural patterns varies considerably,
especially when comparing the accelerated propensity of such normal or abnormal human
motions from its primitive stage (start, middle and end). Those varying actions inspired
security concepts with capabilities that capture such complexities through innovative sen-
sor devices. Vision sensors such as closed-circuit television (CCTV) devices are considered
appropriate monitoring tools that can manually substantiate and focus on abnormal action
features with the collective support of human aid. In this era, such tools evolved mainly
to alleviate security issues by tracking violent human actions to limit the manifestation of
violent corollaries in society. Although these powerful surveillance CCTV devices are at the
forefront when monitoring nefarious human activities, further analytical aid is required to
mitigate law enforcement's de ciencies competently with the apprehension of collaborating
subjects. As a result, criminals evade proper convictions as the manual CCTV data col-
lective measures lack appropriate activity analysis that substantiates crucial evidence with
precision accuracy ratings. Most of the CCTV images attain low-level gradient intensities

with poor resolution, negatively impacting the aggregation of pertinent details that can
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provide valuable conviction results. It is immensely challenging for humans to manually
discern abnormal activities accurately in scenarios where scenes contain low-level gradient
intensities. However, manual discernment issues have a high possibility of being solved by

implementing arti cial intelligence (Al) mediums.

With the availability and accessibility of Al super-processing, it can produce details of an
object's instantaneous pre-movement based on anthropomorphic patterns in dismal loca-
tions in real-time. Such state-of-the-art Al solutions attain capabilities that can identify
homogeneous and heterogeneous attributes in behavioural patterns, concluding an object's
speed, trajectory, and velocity. Al solutions can achieve formidable superhuman tasks
by monitoring anthropometric comparisons and analysis, but some areas are unscaled re-
garding research. Object detection as an individual processing pipeline can detect the
possibility of weapon objects during the scenario, and the activity detection pipeline cor-
roborates the resonance of violent human activities. The previously mentioned approaches
proved formidable for complex detection scenarios, but their advantages are ostensible

when surveying the literature.

Nevertheless, object detection and activity recognition methods experience challenges as
individual processing mechanisms with framework limitations concerning the risks of pro-
ducing erroneous results. Some classi cation misrepresentations plagued object detection
methods because of the model's convolutional capabilities. That issue occurs when eval-
uating the propensity of microscopic objects (mainly knives, guns, and sharp objects),
speci cally when their optical ows accelerate with intensity across multiple video frames.
Most activity detection models deploy multiple scaling techniques that enhance image di-
mensionality during convolution. This procedure exhausts the processing resources during
the generalisation stages amidst the dense, fully connected layers and negatively impacts

real-time performance.

Moreover, a distinct detection singularity emerged that evaded the focus of researchers as
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they are yet to explore the performance impact of consolidating both practices as a single
pipeline that accurately and e ciently discerns abnormal behavioural patterns circumvent-

ing violence.

To address the previously mentioned concerns, the thesis proposed the aggregated recog-
nition of Al mediums as a reliable application that accurately and e ciently recognises
violent activity utilising real-time CCTV sensors. The investigations targeted the rst
state-of-the-art mechanism, YOLO (you only look once, YOLOV5), as the object detection
tool that discerns distinctive weapon features in addition to the violent activity classes.
YOLO's detection limitations (concerning minute objects) improved by passing a combina-
tion of the regions of interest (violence) within the image scenery and weapon artefacts as
input in a feed-forward operation for convolution, thus producing a classi cation output.
Identifying and combining the objects this way through pre-processing and blob analysis
enhances YOLQO's accuracy ratings tremendously, thus enhancing its ability to classify a

much larger object.

The second state-of-the-art mechanism entails deploying a 3DCNN (3-dimension convolu-
tion neural network) activity recognition technique with the aptitude to discern anthropo-
metrics relative violence and abnormality in human behaviour. Excessive computational
resources bear signi cance in processing data and can negatively impact real-time opera-
tions. Negating such impact issues increases the 3DCNN processing capabilities by applying
layer modi cations. From a parallel standpoint, this reduces image dimensionality chal-
lenges and stabilises the complexity of the class features amidst the dense layers during
generalisation. The proposed joint operation integrates a fusion mechanism of the model's
output in its nal stages, producing precision accuracy results at its highest. It also reveals
two possible methods of applying the YOLO mechanism. The rst method constitutes
sectioning weapon objects and separately feeding that as input together with the activity

recognition blob features for classi cation. The other approach entails pre-processing both
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weapon and activity, merging those regions of interest to act as one object entirely; this

technique de es YOLO's limitation of detecting and classifying minute blobs.

1.1 Summary of the Research Motivation

Violence persistently impedes society, e ectuating lethal outcomes predominantly when
parties engage in criminal intentions, substances, and di ering opinions in communication,
domestic disputes, discrimination, and religion [1] and [2]. These scenarios assist in being
the catalyst of severe injuries resulting in psychological distress by the death of loved ones
involved [3] and [4]. Committing violence produces negative consequences; however, if
technologically monitored, innovative CCTV sensors can be deployed to pre-empt the risks
of attacks relative to those outbursts through automated surveillance. The idea reduces
the impact to its minimum or nulli es the altercation completely. These malicious attacks

reported in Figure 1.1 produced vast data volumes as UK citizens are ranked high for being

Figure 1.1: CCTV Monitoring Creates Data Volumes, Source: [3], [5], [6], [7], [8].[9]
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constantly monitored. Another concern surrounded the de ciency in simultaneously analysing
the magnitude of data that induces an insigni cant number of convictions for involving par-
ties [7], [10], [9], [11], and [5]. Authors [12],[13] and [14] presented statistics on violence in
Figure 1.2 illustrating the number of violent o ences uctuating from zero to 25,000 over
13 years from March 2011 to Mar 2023. The motive behind this illustration accentuates
the high number of violent instances occurring at 21,456 for assaults with injury and with
intentions to enact bodily harm in dark blue, which substantiates the investigative notions.

The evidence outlined the uctuation of violence from 2011 to 2023. The data showed

Figure 1.2: Knife or sharp instrument o ences: [12],[13] and [14]

19,126 robberies in turquoise blue, di erentiating in instances by 2,330 compared to as-
saults with an injury. The uctuation in o ences depicted threats to kill in navy blue at
5,599 instances, with other selected o ences at 1640 as the lowest category. The other of-

fences indicate violence by sexual assault or rape, attempted murder, and homicide. Police
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